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Facebook founder Mark Zuckerberg has denounced privacy as a ‘social norm’

Most of imply don't bout our digital pri . Sure, le citing thei - _— . .
ost of us simply don't care about our digital privacy. Sure, you see people citing their of the past as social networkmg 5 popularlty continues to grow.

displeasure every time Facebook changes their terms of service, but with more than a billion

users, few actually leave. Today, Instagram took a chance on its own privacy policy, betting that
people will treat its service the same way. Instagram now will feature advertising on its mobile o @g @2? 1K 0 Email

application that uses your name, likeness and content, tracks your location and shares the data

with Facebook. —
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I'm reading a couple of interesting books right now [see my Shelfari list here] including Guarding Life’s Learn more about TLF —
Dark Secrets: Legal and Social Controls over Reputation, Propriefy, and Privacy by Lawrence acebook
Friedman of the Stanford School of Law. The book examines the legal and social norms governing "4 093 followers

privacy, reputation, sex, and morals over the past two centuries. It's worth putting on your reading list.

[Here's a defailed review by Neil Richards.] | might pen a full review later but for now | thought | would

just snip this passage from the concluding chapter: SEARCH THE BLOG
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Percentage of profiles publicly revealing information over time
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“Privacy and Human Behavior in the Age of Information,"
Alessandro Acquisti, Laura Brandimarte, and George Loewenstein. Science, 2015
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"What is Privacy Worth?," Alessandro Acquisti, Leslie John, and George Loewenstein.
Journal of Legal Studies, 2013.




Percentage choosing $10 card

N =349, p>0.005

"What is Privacy Worth?," Alessandro Acquisti, Leslie John, and George Loewenstein.
Journal of Legal Studies, 2013.




The limits of
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Study on Ethical Behavior

IMPORTANT: All answers ars voluntary. By answering a question, you agras 1o give the researchaers
parmission to publish your answer,

“Misplaced Confidences: Privacy and the Control Paradox," Laura Brandimarte, Alessandro Acquisti, and
George Loewenstein. Social Psychological and Personality Science, 2013




Study on Ethical Behavior

IMPORTANT: All answers are voluntary. In order to give the ressarchers p
answer to a quéstion, please check the corresponding box.

“Misplaced Confidences: Privacy and the Control Paradox," Laura Brandimarte, Alessandro Acquisti, and
George Loewenstein. Social Psychological and Personality Science, 2013
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“Misplaced Confidences: Privacy and the Control Paradox," Laura Brandimarte, Alessandro Acquisti, and
George Loewenstein. Social Psychological and Personality Science, 2013




Does it matter? (Part 1)
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Privacy is starting to seem like a very
20th-century anomaly




REVIEW

Privacy and human behavior in the
age of information

Ales gandln .‘-Ll.'quL\.Ii.l' Lanra Brandimarte," ey Liewenstein®

This Review summarizes and draws connections between diverse streams of empirical
research on privecy behavior. We use three themes to connect insights from social and
behavioral sciences: people's uncertainty about the consequences of privacy-related
behaviors and their own preferences over those consequences; the context-dependence
of people’s concern, or lack thereof, about privacy; and the degree to which privacy
concems are malleable—manipulable by commerncial and governmental interests.
Organizing owr discussion by these themes, we offer observations conceming the role
of public policy in the protection of privacy in the informaton age.
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Privacy and Human Behavior in the Age of Information,
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Alessandro Acquisti, Laura Brandimarte, and George Loewenstein. Science, 2015.



Does it matter? (Part 2)



Sharing personal data
IS an economic win-win

Personal information is the
lifeblood of the Internet

Loss of privacy Is the price to pay
for the benefits of big data
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“The Economics of Privacy,” Alessandro Acquisti, Curtis Taylor, and Liad Wagman,
Journal of Economic Literature, 2016.




Sharing personal data
IS an economic win-win

Personal information is the
lifeblood of the Internet

Loss of privacy Is the price to pay
for the benefits of big data



Sharing personal data Sharing personal data can
IS an economic win-win create winners and losers

We do not know much about
how the surplus generated from
personal data is allocated

Personal information is the
lifeblood of the Internet

Loss of privacy Is the price to pay Privacy enhancing technologies
for the benefits of big data can reconcile privacy & big data

“The Economics of Privacy,” Alessandro Acquisti, Curtis Taylor, and Liad Wagman,
Journal of Economic Literature, 2016.




In summary

Privacy Is hardly a modern invention

However, privacy behaviors are context-dependent, malleable,

susceptible to manipulation
The data economy will create winners and losers

If we intend to “protect” privacy, then “notice and consent”

mechanisms are, alone, ineffectual



§ “Privacy and Human Behavior in the Age of Information”,
Acquisti, Brandimarte, and Loewenstein, Science (2015)

§ “The Economics of Privacy,” Acquisti, Taylor, and Wagman,
Journal of Economic Literature (2016)

§ http://www.heinz.cmu.edu/~acquisti/ (or google “economics
privacy”)
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